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Ransomware Trends in Bank Secrecy Act Data
Between January 2021 and June 2021

Administration

Joint Statement of the Ministers and
Representatives from the Counter
Ransomware Initiative Meeting
October 2021

ooooooooooooo + STATEMENTS AND RELEASES

Having gathered virtually on October 13 and 14 to discuss the escalating global
security threat from ransomware, we the Ministers and Representatives of
Australia, Brazil, Bulgaria, Canada, Czech Republic, the Dominican Republic,
Estonia, European Union, France, Germany, India, Ireland, Israel, Italy[JTapan_]
Kenya, Lithuania, Mexico, the Netherlands, New Zealand, Nigeria, Poland,
Republic of Korea, Romania, Singapore, South Africa, Sweden, Switzerland,

*2 https://www.whitehouse.gov/briefing-room/statements-releases/2021/10/14/joint-statement-of-the-ministers-and-representatives-from-

Ukraine, United Arab Emirates, the United Kingdom, and the United States
recognize that rans e is an escalating global security threat with serious

the-counter-ransomware-initiative-meeting-october-2021/

economic and security consequences.
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CIS Controls v8TH B EEETE

x CIS Controls

02
03
04
05
06
07
08

n Limitation of Ports and Protocols

10
1

13
14

16
17
18
19
20

(5//) https://www.sans.org/blog/cis-controls-v8/

Inventory of Hardware

Inventory of Software

Continuous Vulnerability Management
Control of Admin Privileges

Secure Configuration

Maintenance and Analysis of Logs
Email and Browser Protections

Malware Defenses

Data Recovery

Secure Configuration of Network Devices

n Boundary Defense

Data Protection

Controlled Access Based on Need to Know

n Wireless Access Control

Account Monitoring and Control
Security Awareness Training
Application Security

Incident Management

Penetration Testing

x CIS Controls

Inventory and Control of Enterprise Assets
02  Inventory and Control of Software Assets
03  Data Protection
04  Secure Configuration of Enterprise Assets and
05  Account Management
06  Access Control Management
07  Continuous Vulnerability Management
08  Audit Log Management
09  Email and Web Browser Protections
10  Malware Defenses
11 DataRecovery
12 Network Infrastructure Management
13 Network Monitoring and Defense
14 Security Awareness and Skills Training
s ] SenieProvieraregoment |
16  Application Software Security
17  Incident Response Management

18  Penetration Testing
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