Tanium Provision Privacy Datasheet

What Is Tanium Provision?

Provision provides bare-metal provisioning of Microsoft Windows and Linux operating systems to on-
premises and internet-connected devices. It also enables re-imaging outdated or broken devices and
device retirement. Organizations use Provision to reduce the need for dedicated hardware and to
accelerate distribution of files needed for OS deployment.

What Data Privacy Issues Relate to Tanium Provision?

Tanium Provision relies on metadata about endpoints to manage those devices. Such metadata may
include IP address or computer name, which may implicate Personal Data depending on an
Organization’s configuration.

What Types of Personal Data Does Provision Detect and/or Store?

Tanium Provision collects information about the devices it manages for the expressed purpose of
managing the device. Personal information detected and processed may include the computer name, IP
address, serial number, and installed applications. Depending on the organization's network
configuration, these elements may include personal data. Such data may be stored on the
Organization’s Tanium Cloud instance. Tanium Provision does not collect, capture or transmit user data
stored on the device.

When Might Provision Identify Sensitive Data?

Provision does not by default identify sensitive data.

Who Can See the Data Viewed in Provision?

Personal data stored in Provision may be accessible to an Organization’s authorized users depending on
configuration, and in limited instances to Tanium support personnel as described below.

Do Tanium Personnel Have Access To Sensitive Data Through Provision?

Under normal operations, only the Tanium user (i.e., the organization’s user) has access to the Provision
console. For Tanium Cloud, Tanium automates most management operations while intentionally limiting
its own access to the organization’s data. On rare occasions, a Tanium engineer may need limited and
logged access to an organization’s data for a brief duration, but only when necessary for normal service
operations and troubleshooting, and only when approved by a senior member of the Engineering Team
at Tanium.

Where Might | Learn More about Provision

Tanium Provision User Documentation is available here:
https://docs.tanium.com/provision/provision/index.html

About This Datasheet

Please note that the information provided concerning technical or professional subject matter is for
general awareness only, may be subject to change, and does not constitute legal or professional advice,
warranty of fitness for a particular purpose, or compliance with applicable law. This document does not
create, define, or represent any contractual relationship between you and Tanium. The terms of your
agreement, if any, are set forth in your specific customer sales, user, and/or subscription agreements.
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