Training catalog

Tanium success
Whether you’re just getting started or ready to expand your skills and
knowledge of Tanium, our comprehensive training will show you
how to fulfill your goals at speed and scale.
Participants gain an increased proficiency in Tanium’s technology
and will be equipped with the core knowledge to be successful.

Tanium training
Tanium training provides enhanced knowledge and understanding of
Tanium products, and gives users the confidence they need to expand their
abilities and get the most out of their Tanium deployment.

Three ways to learn
• Web-based training (WBT)
• Instructor-led training (ILT)
• Virtual instructor-led training (vILT)
Training courses are offered either on site at your location or remotely
through virtual classrooms. Both options provide valuable knowledge
through live instruction and reinforce what is taught with hands-on labs in a
Tanium-provided environment. Self-paced training is also available.

Qualified trainers
Training classes are conducted by qualified Tanium instructors utilizing
standardized curriculum alongside their in-depth, real-world expertise and
knowledge of customer needs and priorities.
Attendees capitalize on the expertise Tanium’s Technical Account
Managers (TAMs) provide in training classes to cultivate the knowledge,
skills, and proficiency needed in their jobs. Due to their close working
relationship with customers, TAMs are unsurpassed in their capability to
convey the key aspects of Tanium, and ensure attendees are provided the
best possible training experience.

Audience
Tanium role-based training is geared toward the following users in your
organization:
•
•
•
•
•

tanium.com

All Tanium users
Operations users
Risk users
Security users
Tanium administrators
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Getting Started With Tanium
This course introduces learners to the Tanium Core Platform and
core functionalities. By the end of this course, you will be able to
use Interact to ask questions and alter endpoints, create Trends
boards to visualize information about your environment, and create
connections to export information from Tanium to other platforms.
This course will also provide a brief introduction to Tanium’s
solutions for operations, risk, and security teams.

Topics include
• Introduction to Tanium’s Topology
• Access the Tanium Console
• Use Interact to ask questions and
alter your endpoints
• Visualize data with Trends
• Create connections
• Introductions to Operations, Risk,
and Security modules

Audience

Length

Delivery

All Tanium Users

80 Minutes (Web-Based Training)

Instructor-led (Onsite or Virtual

1 Day (Instructor-led (Onsite or

Classroom) Web-Based Training

Virtual Classroom)

Tanium Advanced Threat Response
Tanium’s Advanced Threat Response training is designed for
security incident response practitioners investigating breaches
involving lateral movement, fileless attacks using “living off the
land” methods, injected code, and data exfiltration. Students will
benefit from hands-on experience with Tanium Threat Response
including Sensors, host-level forensic timelines, analysis of
acquired files, memory analysis techniques for finding common
injection tradecraft, use of intelligence such as Tanium Signals, and
Indicators of Compromise.

Topics include
• Overview of Threat Response
capabilities
• Threat Response Components
and Sources of Evidence
• Sort, filter, and review Threat
Response alerts
• Host investigations
and remediation
• Develop and apply threat intel
with signal and IOCs

Audience

Length

Delivery

Security Users

1 Day

Instructor-led (Onsite or
Virtual Classroom)
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Tanium Advanced Content
This course will show you how to apply your existing scripting
knowledge to more in-depth techniques within the Tanium
Environment. By the end of this course, you will be able to explain
how content runs on Tanium endpoints and how it can impact
endpoint devices. This course will walk you through creating and
testing content using Tanium’s recommended best practices.

Topics include
• Create and test sensors using
Tanium’s recommended content
and security best practices
• Minimize content strain on the
Tanium Server
• Risks of using third-party content

Audience

Length

Delivery

Security Users

1 Day

Instructor-led (Onsite or
Virtual Classroom)

Tanium Essentials 7.4.5
The Tanium Essentials course is an immersive three-day training
covering the primary operational use cases of the Tanium Core
Platform and modules. Participants learn how to use Tanium’s
powerful abilities to gain valuable network visibility, assess potential
risks, plan for threat remediation, and empower security and IT
operations teams to continuously secure, control, and manage
every endpoint at speed and scale. Topics include the primary
operational use cases of the Tanium core platform and these
modules: Interact, Connect, Trends, Discover, Asset, Deploy, Patch,
Threat Response, Enforce, Performance, Comply, Integrity Monitor,
Reveal, Map and Impact

Topics include
• Access and navigate the
Tanium environment
• Effectively ask questions to
gather information about the
network environment
• Effectively identify
circumstances in the
environment where Tanium can
leverage positive change
• Demonstrate primary use cases
for each Tanium module

Audience

Length

Delivery

All Tanium Users

3 Days

Instructor-led (Onsite or
Virtual Classroom)
Web-Based Training
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Tanium Administrator
Intended for administrators with at least six months of experience
using Tanium, this comprehensive and hands-on course prepares
Tanium administrators to strategically review, analyze and
troubleshoot Tanium performance concerns using a variety of tools
such as the System Status Page, Info Page, Question and Action
History, Tanium Health Check and basic TanOS administration.

Topics include

Audience

Length

Delivery

Tanium Administrators

1.5 Days

Instructor-led (Onsite or

• Manage permissions and
computer groups
• Review, analyze, and troubleshoot
Tanium platform issues
• Import the Tanium manifest

Virtual Classroom)
Web-Based Training

Tanium Certified Professional Operations
After this course, you will be able to perform functions such as
installing, updating, and troubleshooting these Tanium modules:
Asset, Deploy, Discover, and Patch. Participants will learn how to
use module abilities to achieve specific results through creating
and managing content, as well as configuring settings and
integrations.

Topics include
• Install, upgrade, and uninstall
Tanium’s Operations
suite of modules
• Utilize modules’ advanced
functionalities to create change
and operational efficiency in
your enterprise
• Troubleshoot common
module issues
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Audience

Length

Delivery

Operations Users

11 Hours

Web-Based Training
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Tanium Certified Professional Risk
After this course, you will be able to perform functions such as
installing, updating, and troubleshooting these Tanium modules:
Comply, Integrity Monitor, and Reveal. Participants will learn
how to use module abilities to achieve specific results through
creating and managing content, as well as configuring settings and
Integrations.

Topics include
• Install, upgrade, and uninstall
Tanium’s Risk suite of modules
• Utilize modules’ advanced
functionalities to effectively
monitor for risk and compliance
issues in your enterprise
• Troubleshoot common
module issues

Audience

Length

Delivery

Risk Users

10 Hours

Web-Based Training

Tanium Certified Professional Security
After this course, you will be able to perform functions such as
installing, updating, and troubleshooting these Tanium modules:
Enforce and Threat Response. Participants will learn how to use
module abilities to achieve specific results through creating and
managing content, as well as configuring settings and integrations.

Topics include
• Install, upgrade, and
uninstall Tanium’s Security
suite of modules
• Utilize modules’ advanced
functionalities to protect
endpoints and respond to threats
• Troubleshoot common
module issues
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Audience

Length

Delivery

Security Users

8 Hours

Web-Based Training
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Working With Tanium Asset
After this course, you will be able to perform functions such as
installing and updating Tanium Asset™ (Asset), creating custom
reports, exporting data to third-party sources such as ServiceNow
and Flexera, and troubleshooting common Asset issues.

Topics include
• Install, upgrade, and
uninstall Asset
• Configure, disable, and delete
sources and attributes
• Export and import data
• Troubleshoot common
Asset issues

Audience

Length

Delivery

Operations Users

2 Hours

Web-Based Training

Working With Tanium Deploy
After this course, you will be able to perform functions such as
installing and updating Tanium Deploy™ (Deploy), creating and
deploying software packages and bundles, setting applicability
checks, configuring maintenance windows, empowering uses with
self-service tools, and troubleshooting common Deploy issues.

Topics include
• Install, upgrade, and
uninstall Tanium’s Security
suite of modules
• Utilize modules’ advanced
functionalities to protect
endpoints and respond to threats
• Troubleshoot common
module issues
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Audience

Length

Delivery

Operations Users

3 Hours

Web-Based Training
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Working With Tanium Discover
After this course, you will be able to perform basic functions such
as installing and updating Tanium Discover™ (Discover), creating
labels to group interfaces, altering the way tables appear, and
troubleshooting sensor and profile issues.

Topics include
• Install, upgrade, and
uninstall Discover
• Use Discover’s tables and
location features
• Troubleshoot common
Discover issues

Audience

Length

Delivery

Operations Users

3 Hours

Web-Based Training

Working With Tanium Patch
After this course, you will be able to perform functions such
as installing and updating Tanium Patch™ (Patch), creating
scan configurations, managing and deploying patches, setting
maintenance windows, and troubleshooting common Patch issues.

Topics include
• Install, upgrade, and
uninstall Patch
• Create and enforce scan
configurations
• Create a Patch
deployment template
• Troubleshoot common
Patch issues
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Audience

Length

Delivery

Operations Users

3 Hours

Web-Based Training
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Working With Tanium Comply
After this course, you will be able to perform functions such as
installing and updating Tanium Comply™ (Comply), deploying
benchmarks, creating custom checks, and troubleshooting
common Comply issues.

Topics include
• Install, upgrade, and
uninstall Comply
• Create custom checks
• Create Comply deployments
• Manage report attributes
• Troubleshoot common
Comply issues

Audience

Length

Delivery

Risk Users

3 Hours

Web-Based Training

Working With Tanium Integrity Monitor
After this course, you will be able to perform functions such
as installing and updating Tanium Integrity Monitor™ (Integrity
Monitor), creating customized watchlists, creating Integrity Monitor
integrations, and troubleshooting common Integrity Monitor issues.

Topics include
• Install, upgrade, and uninstall
Integrity Monitor
• Import and configure
customized watchlists
• Integrate Integrity Monitor with
third-party software
• Troubleshoot common Integrity
Monitor issues
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Audience

Length

Delivery

Risk Users

5 Hours

Web-Based Training
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Working With Tanium Reveal
After this course, you will be able to perform functions such as
installing and updating Tanium Reveal™ (Reveal), using rules and
rule sets, and troubleshooting common Reveal issues.

Topics include
• Install, upgrade, and
uninstall Reveal
• Create a new regex pattern
• Deploy custom Reveal content
• Troubleshoot common
Reveal issues

Audience

Length

Delivery

Risk Users

2 Hours

Web-Based Training

Working With Tanium Enforce
After this course, you will be able to perform functions such as
installing and updating Tanium Enforce™ (Enforce), creating
baseline policies, and troubleshooting common Protect issues.

Topics include
• Install, upgrade, and
uninstall Enforce
• Create and enforce BitLocker
and FileVault policies
• Create advanced native
operating system security control
and remediation policies
• Troubleshoot common
Enforce issues
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Audience

Length

Delivery

Security Users

3 Hours

Web-Based Training
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Working With Tanium Threat Response
After this course, you will be able to perform functions such
as installing and updating Tanium Threat Response™ (Threat
Response), finding and remediating compromises, and
troubleshooting common Threat Response issues.

Topics include
• Install, upgrade, and uninstall
Threat Response
• Create a custom signal
• Create and deploy threat
intelligence
• Hunt and respond to threats in
your enterprise
• Troubleshoot common Threat
Response issues

Audience

Length

Delivery

Security Users

5 Hours

Web-Based Training

Next steps
For more information regarding Tanium training visit Tanium.com/
training. To inquire about scheduling a class, please contact your Tanium
representative.

Tanium is the platform that organizations trust to gain visibility and control across all endpoints in on-premises, cloud and
hybrid environments. Our approach addresses today’s increasing IT challenges by delivering accurate, complete and up-todate endpoint data — giving IT operations, security and risk teams confidence to quickly manage, secure and protect their
networks at scale. Tanium’s mission is to help see and control every endpoint, everywhere. That’s the power of certainty.
Visit us at www.tanium.com and follow us on LinkedIn and Twitter.
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