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A FedRAMP® Authorized solution for Converged Endpoint Management (XEM) in the cloud.

Reducingrisk across a distributed workforce

Security threats across the public sector are increasing, and regulations like FISMA and
FITARA started the shift across the federal government to put more emphasis on retiring
outdated hardware and software in an effort to reduce costs and risk - with a move

to the cloud.

Whether there is a need to adapt to a more distributed workforce, or to increase the use
of cloud infrastructure, IT groups are grappling with how to secure their environments.
With a more distributed environment, the endpoint is acting as the new perimeter, which
means that all unmanaged devices are particularly vulnerable to malware, phishing, and
other modern threats. And still, many federal government organizations are still relying
on legacy, outdated technology to manage and secure their endpoints - whether those
endpoints are on premises or remote.

Legacy infrastructure increases risk

The more physical infrastructure the government supports, the more difficultitis to
inventory and secure. A large portion of all federal endpoints are more off-campus
now than ever - creating the need for a greater focus on threat hunting, and security
data analysis using real-time data. But with a workforce still largely tasked with
managing legacy, on-premises tools, federal IT teams are too busy pushing software
updates manually, replacing and maintaining old servers, and supporting on-premises
tools, to respond to modern threats as proactively as they'd like. With more and more
infrastructure to manage, each legacy asset represents a threat vector, which leaves
federal organizations vulnerable.

What federal government entities need is the ability to manage all their endpoints, on, or
off-network from a single cloud-based platform that can reduce risk by retiring servers
and outdated hardware, shift staff focus to higher value activities and get certainty with
real-time visibility into their IT environment - at scale.

Tanium Cloud for U.S. Government: a FedRAMP®
Authorized solution

Tanium Cloud for U.S. Government (TC-USG) is a Converged Endpoint Management
Platform thatis pre-configured out-of-the-box, fully managed by Tanium, and FedRAMP®
Authorized atthe Moderate-impact level.

The solution gives federal organizations full visibility into their IT environment, the control
to take comprehensive action and a single source of truth for all endpoint data, at scale.

With TC-USG, organizations can combine their security and operations functions into one
console which allows siloed teams to work from the same endpoint data set - making it
easier to find vulnerabilities across the organization and take action quickly. And, because
Tanium manages the software as a service, federal IT teams don't have to allocate
additional resources to manage the solution. Software releases, patches and general
maintenance are all handled by Tanium, which allows teams to focus on higher value
activities like threat hunting or security data analytics.
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Benefits of Converged
Endpoint Management

(XEM) in the Cloud

Visibility

See into every endpoint, managed or
unmanaged, with complete, accurate
and real-time visibility.

Control
Take control of your entire IT estate in
seconds with minimal network impact.

Remediation
Investigate and respond to incidents
inreal time.

Tanium's Converged Endpoint Management
(XEM) platform is a FedRAMP® Authorized
solution that gives federal organizations

an integrated view of all endpoint data and
acommon taxonomy, to reduce risk, and
secure federal endpoints - all from the cloud.

™

FedRAMP

Tanium is FedRAMP Authorized at
the Moderate impact level.
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Benefits of Tanium Cloud for U.S. Government

e Get visibility into all your endpoints in real time, and know e Manage and secure federal environments large or small,and
what's connected to your environment at all times. fold in new endpoints as they are connected to the network.

e Have a single source of truth for endpoint data at scale e Reduce your risk profile by retiring servers used for legacy
in minutes. tools, and reprioritize staff time on more impactful activities like

o Reduce your attack surface by closing entry points into threat hunting - not managing hardware and software.

systems that store valuable data. e Eliminate legacy, disparate point solutions and pull the
operations, security,and compliance capabilities you need into
a single console with minimal management overhead.

e Practice continuous compliance with confidence that policies
are being enforced, and have control to diagnose and fix issues
asthey arise. e Comply with Federal requirements for Cloud Service Offerings,

o Have the control to take action and respond quickly if and FISMA/FITARA with a FedRAMP Authorized solution.

something doesn't look right. e Focus staff time on higher value activities when the
management, maintenance, and updates are done by Tanium.

Faster time to value

With TC-USG, organizations of any size can spin up an instance very quickly, with critical IT operations, risk, and security solutions
ready-to-go. Crucially, the service requires zero infrastructure. While other solutions make this claim, on-premises infrastructure is often
still required to deliver critical services, such as OS patches or software updates. TC-USG gives organizations the ability to deploy new
operations and security capabilities fast - significantly reducing internally committed hours needed at the beginning of implementation.

Visibility, control and remediation on any endpoint
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IT operations, risk and compliance, and security

Tanium Cloud for U.S. Government cascades benefits throughout your entire organization. With a converged platform, IT operations and
security teams can collaborate can work from the same data set, which reduces risk and ensures federal organizations can focus on
their objectives, strategic initiatives, and reducing their attack surface. All using one platform, one agent, and zero infrastructure.

To learn how Tanium’s FedRAMP Authorized solution can reduce your attack surface and comply with federal programs,
visit www.tanium.com/federal.
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Tanium, the industry’s only provider of converged endpoint management (XEM), protects every team, endpoint, and workflow

from cyber threats by integrating IT, Compliance, Security, and Risk into a single platform that delivers comprehensive

visibility across devices, a unified set of controls, and a common taxonomy for a single shared purpose: to protect critical

information and infrastructure at scale. State and local governments, educational institutions, federal civilian agencies and

the U.S.armed forces trust Tanium to protect people; defend data; secure systems; and see and control every endpoint, team,

and workflow everywhere. That's the power of certainty. Visit us at www.tanium.com and follow us on LinkedIn and Twitter. © Tanium 2023
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