SOLUTION BRIEF

Satisfying Cal-Secure with Converged

Endpoint Management

How Tanium'’s single platform can help you meet more than half

of the technology capabilities in the Cal-Secure plan.

What is Cal-Secure?

Cal-Secure is a five-year roadmap for California departments to mature their information
security practices so they can deliver digital services more effectively and securely.

The plan partially focuses on improving security posture and governance to enhance
defenses in the face of rising information security risk.

Cal-Secure has directives for each California department across three categories : people,

process and technology.

With the thousands of cybersecurity vendors on the market, it can be tough to know
where to start - especially when organizations are often already using multiple tools to
manage their information security practices.

Security tool proliferation can lead to a bigger attack
surface

When it comes to technology, California departments are no stranger to the tool
proliferation that cyber criminals take advantage of every day. And point tools aimed at
anything from patching to software management to threat hunting can multiply quickly.
This leads to unpatched systems, lack of a single source of truth for security data, and
management challenges that burden department resources.

Without the budget, people or access to modern technology that can bridge the gap,
it can be tough to reduce an organization's attack surface. That's why it'simportant to

eliminate point tools used for security management in favor of a platform approach.

How Tanium can help

Tanium's Converged Endpoint Management platform was built to address federated
information security operations across teams, at scale, with accuracy and through a
single source of truth for security data. Tanium'’s California State customers are using
the platform approach to answer important questions such as:

e How much money are we spending on unused licensese
e How many patches were actually deployed?
e \Whatis our risk profile2

Without quick and accurate answers to these questions, organizations are leftin the
darkin the event of a major breach - leaving constituent data, reputation and security
maturity at risk.

tanium.com

You can't protect what you
can'tsee

Visibility - Know Everything Now

See into every endpoint, managed or
unmanaged, with complete, accurate and
real-time visibility.

Control - Take Control

Whether in the cloud or on premises, take
control of your entire IT estate in seconds with
minimal network impact.

Remediation - Pinpoint issues in minutes
Investigate and respond to incidents in real
time.

Tanium's Converged Endpoint Management
platform gives your team an integrated

view of all endpoint data and a common
taxonomy so you can reduce risk and

reach information security maturity.

Learn more about how Tanium

aligns with Cal-Secure at

exploretanium.com/cal-secure


http://tanium.com
https://www.gov.ca.gov/2021/10/22/newsom-administration-announces-first-multi-year-cybersecurity-roadmap-to-protect-californians-privacy-and-security/

Tanium for Cal-Secure

There are many technical capabilities included in the Cal-Secure plan that span technology and process. With Tanium, you can
satisfy more than half of the technological requirements. Using a single agent, IT teams can get accurate and real-time answers about
their information security estate, from across their organization in minutes. And with the fiexibility of the Tanium platform, California
departments can start with just two solution areas, and add on over time to satisfy future requirements.

Cal-Secure technology requirements met or enhanced (*) by Tanium

e Anti-Malware Protection e Insider Threat Detection
e Continuous Vulnerability Management e Enterprise Encryption
¢ AssetManagement e Unified Integrated Risk Management

Incident R n
* Incide esponse e ThreatIntelligence Platform
e Continuous Patch Management
. . o e Privileged Access Management*
e Security Continuous Monitoring (24 x 7)

e Cloud Security Monitoring ¢ DataLoss Prevention

e Application Whitelisting e Disaster Recovery*

View Tanium’'s mapping to the Cal-Secure plan at: wwwtanium.com/cal-secure-alignment.
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Receive a no-cost, no-obligation risk assessment

Improving your cybersecurity maturity starts with knowing where your current risks are, and getting a baseline of visibility into your
environment. The Tanium risk assessment provides a three-digit score that captures the level of your organization’'s cyber defenses and
gives hard numbers on data like the number of critical vulnerabilities and security weaknesses present in your environment..

Request a five-day, no-cost risk assessment at tanium.com/risk-assessment.

Learn more about how Tanium can help you address Cal-Secure at explore.tanium.com/cal-secure.

¢

Tanium is the platform that public sector organizations trust to protect people; defend data; secure systems; and see and
control every endpoint, team, and workflow everywhere. That's the power of certainty.

Visit us at www.tanium.com and follow us on LinkedIn and Twitter.
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