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Getting Started 
 
Welcome to your Tanium Lab Guide!  The exercises contained in this guide will 
introduce you to Tanium through hands-on use of the platform.  You’ll work through 
real-world scenarios that should hopefully give you an insight into how Tanium can 
improve the world of IT Operations in your own environment. 
 
Your instructor will assign you a student number and explain how to access your own 
Tanium console.  Whilst you are encouraged to explore the Tanium console and all of its 
features as much as possible please remember that it is a shared environment with all of 
your fellow students and thus no changes other than those described in this document 
should be made. 
 
As you are working through the lab guide you may see sections where the tasks are split 
by designated student ID.  Select the task instruction that matches your own student 
number.  i.e. students 1 - 20 should only perform the designated actions assigned to 
that group. 
 
Note: the screenshots provided are for guidance only and your own console may differ 
slightly from what is shown here.  Your lab instructor can guide you through any 
differences. 
 

Document Formatting Conventions 
 
From this point onward, the following formatting conventions are in use: 
 

• Words and terms in Bold refer to buttons or other console or interface elements 
• Words in Italics refer to text to be entered, drop-down menu options to be 

selected or other forms of input or configuration required to achieve a specific 
goal or outcome.  
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Lab 1: Kicking the Tyres 
An introduction to Tanium, getting started and kicking the tyres! 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Log into the Tanium console 
• Explore the console and options available to you 
• Explore your assigned permissions and personas 
• Set your own user preferences 
• View System Status screen 

 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  Explore the various options in the console and the screens presented. 
 
If you want to return to the home screen at any time you can use click on the Tanium icon in the 
top left-hand corner. 
 

 
3.  Open the Personas menu to change your active persona. 
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4.  Access your personal Preferences section through the drop-down, top-right menu 
 

 
 
Set your inactivity timeout to 60 minutes 

 
5.  Open the Administration menu and select System Status 

 

 
 

 Can’t see that option in your menu?  Perhaps you need to assume a different role for this 
particular task! 
 
Now change your active persona back to the default by using the persona menu once again.  You 
have now completed Lab 1. 
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Lab 2: Becoming Inquisitive 
No such thing as a stupid question. 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Ask a question and view the results 
• Drill down the results to explore further 
• Use the Question Builder	

 
 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  Click on the Interact “baseball card” to open the module. 
 

 
3.  You will see an Ask a Question field at the top of the screen that looks similar to that shown 

below: 
 

 
 

In this field, enter the following question, followed by pressing the Return key: 
 
Get Computer Name and IP Address from all machines 
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4.  Similar to a typical search engine, Tanium Interact will now parse the question and suggest 
queries which can be issued, based on the question entered: 

 
 

You will notice that the words Computer Name and IP Address in the suggestion displayed are in 
bold. This signifies Tanium sensors which will be issued as part of your question. Click on the link 
to issue the question to managed endpoints. 

5.  The results will now be displayed: 
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6.  In the results list select any computer by marking the checkbox to the left of the computer name. 
A new series of options will now appear at the top. Select the option to Drill Down. 
 

 
7.  You will now be presented with a number of drilldown options. Select Running Processes and click 

Drill Down to issue the additional question: 
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8.  You will now be presented with the results based on a combination of the selection from the 
results of the original question, and the additional question issued: 
 

 
 

Note that this is a simple example, multiple selections can be made from initial question results 
and multiple drill down questions can be issued to construct complex and sophisticated queries. 

9.  Return back to the Interact home page by expanding the menu on the left-hand side by clicking 
on the right-facing arrow as shown: 
 

 
 
Then click Home 
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10.  Click on the Question Builder link located under the field used in the previous steps to manually 
enter a question: 
 

 

11.  In the Get the following data section, click on Add and add the Computer Name and Operating 
System sensors 
 

 
12.  Now click on the Add button in the From computers with section and select the Operating 

System sensor, then select the contains operator and enter the value 2019 as shown below , 
before clicking Apply: 
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13.  The screen should now look similar to this with the information required at the top, and the 
selection criterion at the bottom. 
 

 
 
Once the options are configured correctly, click on Ask Question. 

14.  The results will now be displayed: 
 

 
 
If all has been correctly configured, you should receive a single record back, for the Tanium server 
itself. 
 
You have now completed Lab 2. 
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Lab 3: Opening Your Eyes 
Using Tanium Discover to identify known and unknown interfaces in your environment 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Explore discovered interfaces 
• Create a new discovery profile 
• Working with Labels 

 

Lab Steps 
1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  Click on the Tanium logo at the top left-hand corner to return you to the home page if you aren’t 
there already.  
 
You should see the homepage of the Tanium console, displaying the various “baseball cards” for 
the available modules. From here, click on Discover 
 

 
 

This will now take you to the Discover workbench. 
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3.  You will be presented with an overview of the percentage of managed vs. unmanaged interfaces 
discovered in the environment and a summary of metrics, along with other information such as 
overall module health and details on scanning profiles in use. 
 

 
 

Clicking on each one of the metrics shown in bold numbers will drill down into the actual data 
identified during Discover scans. Have a look around these and see what kinds of information is 
available, and what extra information can be added. 
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4.  Another way to interrogate the interface data identified during discovery is to look at pre-
prepared views that come with the module.  
 
Click on the right-facing arrow on the left-hand side of the screen to pop the menu out. 
 

 
 
 

5.  From here, click on Interfaces to expose a series of pre-defined views. 
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6.  Return to the pop-out menu and this time, select Profiles. 
 

 
7.  This screen in the Discover workbench, shows the scan profiles which are currently configured 

and allows you to create new profiles. 
 

 
 
Hover your mouse over the Distributed NMAP scan profile and click on the  icon to edit it. Take 
a look around the configuration and options, particularly around the various scan methods. 
 
Navigate back to the previous workbench page which listed the available scan profiles 

8.  Click on Create Profile. 
 

 
 

We will now work through an exercise which will involve taking a set of specific set of 
representative requirements and modelling these in a new scan profile. 
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9.  Consider how you might setup a scan profile, which has the following specification: 
 

• Does not scan from a central server 
• Requires OS information from Windows endpoints 
• Only scans a specified IP range using the following network definition: 

o  Name: Student <Student ID number> Network 
o IP Range: 10.10.<Student ID Number>.0/24  

Important: When successfully configured, this option may read a value of All. This is 
expected and is simply because only one network is defined and selected. 
 

• Does not scan interfaces connected via an isolated subnet 
• Scans every 2 hours, distributed over 1 hour 
• Can only scan on weekdays from 10am for a period of 6 hours 
• All other options unless specified, should remain as default 

Create this scan profile and name it as Student <Student ID number> scan profile.  
 
 
 

10.  Return to the pop-out menu once more, and this time select the Labels menu option. 
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11.  You will now be presented with the Labels workbench and the default set of labels. Labels can be 
used to tag, and group interfaces based on criteria defined within each label. 
 

 
 
Review the labels which are available and then click on Create. 

12.  In the Name field, enter Student <Student ID Number> Computer Label. 
 
In the Interfaces that match the following conditions section, explore the available options and 
then configure the condition as shown below: 

 
 
 
Your label definition should look similar to that shown below. 

  
 

Explore the Activity options and investigate what actions can be applied to labelled interfaces.  
Once your label is correctly configured, click Create to commit your changes. 
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13.  You will be returned now to the Labels workbench, and your label will be shown, along with the 
endpoints where the label is applicable based on the criteria specified.  In this example all 
endpoints will be labelled. 
 

 
 
 
You have now completed Lab 3. 
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Lab 4: T to the C to the M - Steps 
Verifying client health and getting the Tanium client out there! 
 

Objectives 
By the end of this lab you will have completed the following objectives: 
 

• Viewed the Client Health Page. 
• Explore Tanium Client Management and agent deployment. 
• Created an automated deployment based on your Discover label created in the 

previous lab. 

 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  If you are not already at the homepage, click the Tanium logo top-left to return there. 
 
Click on the Administration menu at the top, and then select Client Management 
 

 

3.  You will now be presented with the Tanium Client Management workbench. 
 
Click on the pop-out menu on the left-side and select Client Health. 
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4.  This dashboard displays a series of metrics and charts providing an overview of Tanium client 
health across the whole managed estate. You can see at a glance, information such as: 
 

• Client versions and versions of client components deployed 
• OS platforms being managed 
• Endpoints reporting health failures. 

 
 
 
By clicking on the small  icon in each category, you can then drill down to find the actual 
endpoints to which the metrics relate. 
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5.  Return back to the Tanium Client Management workbench homepage by opening the pop-out 
menu on the left and selecting the Home option. 
 

 
 

6.  On the homepage, you will see that there is an overview which describes the workflow for 
creating a deployment. Each deployment is configured in three stages: 
 

1. Configure Client Settings - Defines a set of client configuration settings. These include 
the Tanium server names, the client version to be deployed, log verbosity level etc. 

2. Enter Credentials - Allows creation of a set of user account credentials used to connect 
to the endpoints which are to receive client deployments 

3. Deploy Tanium Client - Creates a client deployment, which is a definition of which 
targets should receive the client deployment, which client configuration they should 
receive, and which credential set should be used to conduct the installation 
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7.  Click on Configure Client Settings. 
 

 
8.  Click on Manage Settings. 

 

 
Now click on the little pencil icon to the right-hand side of the settings which are present. 
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9.  Explore the available options. 
 

 
 

 
Return to the solution homepage using the breadcrumb bar at the top of the page by clicking 
Tanium Client Management. 
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10.  Click on Enter Credentials. 
 

 
11.  Click on Manage Credentials. 

 
 

 
Now click on the little pencil icon on the right-hand side to edit the credential set which is 
currently configured. 
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12.  Explore the available options. 
 

 
 

 
Once you are finished, return back to the solution homepage by using the breadcrumb bar at the 
top of the page, and clicking Tanium Client Management. 
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13.  Click on Deploy. 
 

 
14.  Click on Manage Deployments. 

 

 
 
There will be an existing, previous deployment shown. Notice how it shows which Client 
Configuration and Credentials sets were used as part of the deployment issued, along with a 
summary of the status of the deployment 
 
Now click on the name of the deployment to take a look at this deployment which has already 
been defined and executed. 
 

 
 



 

 
 

© 2020 Tanium Inc. All Rights Reserved Page 32 

15.  You will now see a more detailed breakdown of the deployment status including: 
• The configuration used, including how many simultaneous client installs can occur at the 

same time and how may retries should be attempted 
• The endpoints which were targeted in this deployment 
• Detailed results of each client install on each individual endpoint targeted 

 
 

 
Review this page. 
 
You have now completed Lab 4. 
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Lab 5: Roll Call 
Getting the low down on your managed endpoints using Tanium Asset 
 

Objectives 
By the end of this lab you will have completed the following objectives: 
 

• Create your own report in Tanium Asset 
• Use Tanium Connect to export asset data to a SQL database 

 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  If you are not already at the homepage, click the Tanium logo top-left to return there. 
Click on the Asset “baseball card” to enter the Tanium Asset module workbench. 
 

 
 

3.  Review the Asset workbench. You will see some detail on the asset data import schedule, module 
health and you will also see a list of reports that can be run. At the top are some metrics around 
the asset data being collected as shown below. Click on Create Custom Report to continue.  
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4.  Enter the name of the report as Student <Student ID Number> Asset Report. 
 
From the Select Report Columns from Asset Tables section, choose the following columns, all 
from the Asset category by either selecting the column and using the arrow icons in the middle, 
or clicking on the  icon next to the desired column name: 
 

• Computer Name 
• Operating System 
• Serial Number 
• IP Address 

 
 
Click on Submit once complete. 
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5.  Your new report will now be created and displayed. 
 

 
 
Review the report. 
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6.  The following steps are optional and will not be covered by the instructor.  If you 
have the time then have a go at completing them! 

 
 
What else can we do with the data that Tanium is collecting?  Whether it is your Asset data or any 
other data, Tanium support integrations into many third-party solutions. 
 
Now we’ll take your saved question from the earlier lab and push this data into a database.  
However, as a ‘rule of thumb’ almost any data from Tanium can be integrated into a third-party 
solution, including the Asset report you just created. 
 
Return to the Tanium homepage and click on Connect module card.  The Connect module is the 
interface between the Tanium platform and 3rd-party systems. 
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7.  Press the Create Connection button and then click on Create. 
 

 
8.  From the Create Connection screen, populate the following fields with the below data leaving all 

other fields as their default setting: 
 

• Name: Student <Student ID Number> SQL Connection 
• Source: Tanium Asset 
• Type: Asset Report 
• Available Reports: <your Asset report created previously> 

 
• Destination: SQL Server (browse the list to see other destinations available) 
• Server Name: ts1.training.lab\tanium 
• User Name: connectuser 
• Password: <your Tanium password> 

 
Now press Retrieve Properties, then set the following values: 
 

• Database: connect 
• Scheme: dbo 
• Table: dbo.Asset 

Press the Retrieve Columns button now.  
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9.  Scroll down further and expand the Columns section.  Press the + Add a column item and 

configure it as below, substituting in your own student ID number. 
 

 
 

Accept the changes using the tick button, and then scroll down and press the Create Connection 
button. 

10.  You will be returned to the summary screen where you should see your newly created 
connection. 
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Click on your connection and then on the Run Now button on the following screen that loads and 
confirm the action.  This will now run the Saved Question and send the data through Connect to 
the SQL Server. 
 

 
 
You can follow the summary log screen that will be displayed to watch as the process executes. 
 

 
 
You have now completed Lab 5. 
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Lab 6: Schedules and Snipers 
Getting up to date with Tanium Patch. 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Review Tanium Scan for Windows configuration 
• Sniper patching 

o Students 1 – 20 : Deploy KB890830 
o Students 21 – 40 : Deploy KB4565511 

• Track progress of patching 

 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  Click on the Tanium logo at the top left-hand corner to return you to the home page if you aren’t 
there already.  
 
You should see the homepage of the Tanium console, displaying the various “baseball cards” for 
the available modules. From here, click on Patch. 
 

 
 

This will now take you to the Patch workbench. 
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3.  Explore the Patch workbench. Here you will find details on: 
• Best Practices 
• Patch management health 
• Scheduled patching activity 
• Patching metrics 
• High level reports on patch applicability. 
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4.  Click on the  icon at the top right-hand side to access module configuration settings. 
 

 
 

5.  Click on Tanium Scan for Windows. 
 

 
 
This is an optimised scan engine, unique to Tanium, which allows the clients to download only the 
metadata and detection rules for those updates which apply to it. This allows scanning and 
patching to be conducted quickly and more efficiently, resulting in a much-reduced patch payload 
to be downloaded to each client through the Tanium linear chain architecture, or direct from the 
vendor where appropriate. 
 
The settings found here, manage which software products can be patched by Tanium Scan for 
Windows, the classification of those updates which are synchronised, and where the updates are 
sourced from to allow Tanium to make them available for distribution by Tanium Patch. 
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6.  Review the available settings. The top half of the screen, as shown below, will allow you to: 
 

• Enable or disable Tanium Scan for Windows as an available scan engine.  
• Allow you to specify the source for updates synchronised to Tanium Patch 
• Select the products and product families where you want to deploy and manage updates. 
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7.  The lower half of the screen allows you to determine which classifications of update should be 
synchronised and made available. 
 
You can also configure the synchronisation schedule and conduct a manual synchronisation 
should this be necessary outside the configured schedule.  
 

 
 

Click on Cancel to return to the Patch workbench homepage. 
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8.  Now that we have reviewed the Tanium Scan for Windows configuration used by the Tanium 
Patch module to determine which updates are managed, and how they are obtained, we will now 
look at the configuration of the scan engine which is used on the endpoint. 
 
Pop out the menu on the left-hand side and select Scan Management. 
 

 
 

9.  You will now see a list of scan profiles available for supported platforms. Click on Create 
Configuration. 
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10.  Name your scan profile Student <Student ID Number> TSW Scan Profile and in the Platform OS 
drop-down, select Windows. 
 
Some new options will appear under the category Scan Configuration Options which are specific 
to the platform OS specified. Configure your scan profile as follows: 
 

• In the Configuration Technique drop-down, review the available options and then choose 
Tanium Scan.  

• In the Frequency drop-down, set this to 6 hours. 
• Review the other available options but leave these as default. 

Your configuration profile should look similar to that shown below: 
 

 
 

 
Click on Save to create your new profile. 
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11.  A summary will be displayed showing your configuration options selected. From here, you would 
also use Add Computer Group to select which computer groups would receive this profile.  We 
will not be deploying this profile in this lab so there is no need to add any computer groups. 
 

 
 
 
Click on Scan Management on the breadcrumb bar at the top to return you to the list of available 
scan profiles. 
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12.  You will now see your new profile in the list. 
 

 
 

Important Note: There may be occasions where more than one scan profile may apply to a group 
of endpoints. As only one scan profile can be applied, you can use the Prioritize button to manage 
this. If multiple profiles are applicable, the profile with the lowest number receives the highest 
priority. In the example below, if you wanted the new scan profile to win in a profile conflict, you 
could change the Conflict Resolution Order for the new profile to a value of 1 and the [Tanium 
Scan] - Windows profile to value of 3 by dragging and dropping them into the desired order, and 
thus your new policy would now apply to endpoints where both are potentially applicable. 
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13.  We will now work through an exercise called “sniper patching”. This is the commonly used term 
for applying one or more individual patches to address specific vulnerabilities or concerns, 
typically conducted “out of band” of any routine patching cycle. 
 

• Students 1 - 20 : Deploy KB890830 to your designated lab client 
• Students 21 - 40 : Deploy KB4565511 to your designated lab client 

 
Expand the menu on the left-hand side and select Patches, then Windows. 

 

 
 

14.  In the Filter by Text field, enter the KB number you will be deploying. Where multiples may be 
shown, choose the latest release by checking the checkbox. We will use KB890830 in this 
example. 
 

 
 

Click on Install once selected. 
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15.  Configure your patch deployment as follows: 
 

• Change the name of the deployment to Student <Student ID Number> Sniper Patch 
Deployment. 

• Under the Install Workflows and Notifications section, change the Deployment Template 
option to Do Not Use Existing. 

• Under Deployment Details 
o In the Install subcategory, check the box for Override Maintenance Windows. 
o In the Restart subcategory, select No. 
o Leave all other settings as default. 
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16.  Scroll to the bottom of the screen and ensure your patch is selected under the Add Patches 
Manually section. 
 

 
 

17.  Under the Target section, ensure the By Computer Group or Targeting Question option is 
enabled and click Add Target, then By Computer Group. 
 

 
 

Select the computer group applicable to your designated student ID as assigned by the instructor. 
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18.  Click on Show Preview to Continue. This will then enumerate the number of clients being targeted 
which are currently online. You should see only one as the computer group being targeted should 
only contain your designated lab client. 
 

 
 

Once happy with your selections, click on Deploy and then confirm the action by clicking Yes. 
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19.  Your one-time deployment will now be executed. A summary of the deployment and deployment 
progress will be displayed. As each targeted endpoint moves through the various phases of patch 
deployment, the progress will be reported back to the console, along with any errors. 
 

 
  
At any stage, clicking on any of the available icons which look like this  will allow you to pivot 
to interact and issue questions which will give specific details on each deployment phase and 
overall deployment status. 
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20.  Once the patches have fully installed, you should see this confirmed in the console. Note that it 
can take around 10 minutes or so before you see the deployment show as fully completed.  If you 
wish to continue with the lab and let this run in the background you may do so. 
 
Click on the interact  icon next to Deployment Results Individual Patch Completion Results 
with Any Status (Success or Fail). 
 

 
You will now see the status of the overall deployment. 
 

 
 

You have completed lab 6. 
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Lab 7: Sending Out the Bits 
Deploying and managing software using Tanium Deploy 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Create a software package 
• Upgraded out-of-date software 

o Students 1 – 20: Upgrade Adobe Acrobat Reader DC 
o Students 21 – 40: Upgrade VLC Media Player 

• Explore Software Bundles 
• Explore Windows 10 in-place upgrade 

 
 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  Click on the Tanium logo at the top left-hand corner to return you to the home page if you aren’t 
there already.  
 
You should see the homepage of the Tanium console, displaying the various “baseball cards” for 
the available modules. From here, click on Deploy. 
 

 
 

This will now take you to the Deploy workbench. 
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3.  The Deploy workbench homepage will display a range of information including: 
 

• Number of assets currently running Deploy 
• Timeline of activity including past, current and future deployment events 
• List of software packages and bundles available for deployment 
• The software gallery where pre-packaged applications are made available for download 
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4.  It also shows the overall health of the module: 
 

 
 

 Explore the homepage and take a look at the various items of information available 
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5.  Pop out the menu at the left-hand side and click on Software. 
 

 
6.  You will now see the list of available software packages.  Click on New Software Package. 
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7.  Click on Add, then select Remote File. 
 

 
 

8.  Add the following URL for the Remote File Path: 
 

https://127.0.0.1/content/amazon-corretto-8.222.10.3-windows-x64.msi 
 
 
For simplicity the MSI file that we will use is hosted already on the Tanium server, but this file 
could be hosted in any remote location. 
 

 
 
Now press Connect and upload file. 
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9.  Your package file will now begin to upload, and upload progress will be displayed. 
 

 
 

10.  Once the upload is complete, the SHA-256 hash of the resulting file will be calculated and 
displayed. 
 

 
 

As the package is an MSI file, you can now use the Inspect button to automatically populate the 
software package details using the details contained within the MSI. Click Inspect to complete the 
other fields. 
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11.  The General Information section will now be populated. Change the Product Vendor to Student 
<Student ID Number> to ensure that your package is unique. Leave all other fields as-is. 
 

 
 

 Continue scrolling down the page to review the other configuration options. 
12.  Further down the screen, you will see the following sections: 

 
• Deploy Operations – This allows you to select which operations can be conducted with 

this package. 
• System Requirements – Allows minimum requirements to be met by endpoints before the 

package becomes applicable, such as: 
Minimum RAM 

o Minimum free disk space 
o Target OS version or revision level. 

• Requirements – This allows more specific requirements to be bet before an endpoint is 
considered applicable, such as 

o A specific file or file version must be present or not present 
o A specific application must be installed or must not be installed 
o Specific Registry keys or values must or must not be present 
o A service name must or must not exist 
o System uptime must be less than or greater than a specific value 
o A specified WMI query either returns or does not return results 

 
Note that your own view in the console and the data that it shows may differ slightly from what is 
shown in this guide.  Investigate these options but leave all values as default and continue down 
the page. 
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13.  The Update Detection section is used to determine if a package is eligible for update as opposed 
to installation, where a previous version of the software being delivered by the package is already 
installed. 
 
If any of the conditions defined are true, an update will be conducted instead of a new install. 
 

 
14.  Below this are the configuration sections which determine the activities which are conducted as 

part of the three possible activities enabled in the Deploy Operations section: 
 

• Install – Carried out on eligible endpoints which have no existing version of the software 

 

 
 

In this example, the MSI itself has populated the installation command line based on the detail 
contained within the MSI database. Additional commands can be added if need be 
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15.   
• Update – Should an endpoint satisfy one of the conditions configured in Update 

Detection, then an update will be conducted as opposed to an installation. 

 
 

The update command line has also been provided via the MSI inspection and the detail returned 
from within the software package MSI database. 

16.   
• Remove – This is used to cleanly remove managed software packages 

 
 

Once again, you can see here that the command line has been auto-populate by MSI inspection. 
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17.  Finally, the Install Verification section is located at the bottom.  
 
This allows Tanium to verify is a package has been successfully delivered. If a package is evaluated 
against an endpoint and it passes the verification criteria set, the install will have been considered 
successful, the package registered as installed and will not be attempted again. Here again, you 
can see that MSI inspection has completed this for us. 
 
Once you have reviewed all settings, click on Create Package then Yes to commit the changes. 
 

 
 

18.  You will now see a summary of the package you created. The software catalogue will be updated 
behind the scenes and the endpoints will then evaluate eligibility against all packages in the 
catalogue. After a short time, you will see the results in the Software Applicability section. 
 

 
 

Clicking on the Deploy button here would allow us to create a deployment. Click the button and 
explore the options but do not actually deploy the software. Click Cancel to exit when ready. 
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19.  Click Software on the Breadcrumb bar at the top to return to the Software workbench. 
 

 

20.  Enter the word student into the Filter by Name field on the left-hand side. This will filter the list of 
available packages and only display your own, and the other students’ packages, along with the 
eligibility of the packages on each endpoint in the lab environment.  
 
Make sure your package is present. 
 

 
 

You have now successfully created a software package!  
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21.  We will now look at upgrading an existing software package where a previous version exists. First 
of all, clear the word student from the Filter by Name field to display all packages. 
 
Students 1 – 20: Locate the package named Adobe Acrobat Reader DC (en-us) 

 
Students 21 – 40: Locate the package named VideoLAN VLC media player (64-bit) 
 

 
 
We will use Adobe Acrobat Reader DC (en-us) v20.012.20043 in the following examples for the 
purposes of this lab guide but the same process applies if you are deploying the VideoLAN 
package. 
As you can see, both packages show all lab clients as eligible for upgrade. When you have located 
the package, you will see an Operations section to the right of the package entry as shown below. 
 

 
 

These icons correspond to the available operations configured in the Deploy Operations section 
of the package. Only those enabled within the package will be show. These are as follows: 

 Install 

  Update 

  Remove 

Click on  to create a new update deployment of the package assigned to you in line with your 
assigned student ID number.  
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22.  The Create Deployment page will now be displayed.  In the Deployment Details section, change 
the Name field so that it is prefixed by Student <student ID number> as shown below: 
 

 
The Software Package section should show the package you selected, and the Operation should 
say Update. Leave this as it is. 

 
 
Under the Target section, you now need to specify which endpoints will receive the deployment. 
Click on Add Target and choose By Computer Group. 

 
23.  From the Computer Group dropdown control select the computer group that applies to your 

assigned student number, then press Add. 
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24.  Scroll down and review the other settings but leave them unchanged until you reach the Run 
section. 
 
Here, enable the checkbox against Override maintenance windows. 
 

 
 
Leave all other settings as default and click on Create Deployment at the bottom of the page and 
confirm by clicking Yes to commit your changes. 

25.  A summary of your deployment will now appear, similar to that shown previously when you 
created deployed a patch in lab 6.  
 

 
 

Once the software has been updated, it will be reflected as complete as shown above.  You can 
wait here at this screen until the deployment has completed or continue onwards with the 
remaining steps in this lab. 
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26.  Alongside software management, Tanium Deploy will also perform Windows 10 operating system 
upgrades using Windows in-place servicing capabilities. 
 
The packages that you will use for the remainder of this lab have already been imported by your 
instructor. These can be found in the Deploy software package list, accessible from the Software 
option in the pop-out menu as shown below. 
 
Use the term windows in the Filter by name field to find them. 
 

 
 

Investigate the packages to get an understanding of the overall workflow, and the part each 
package plays in the upgrade process.  Further detail is available online or speaking with a 
Technical Account Manager. 
 
 

27.  Perhaps you have a deployment that consists of multiple pieces, such as dependencies and 
middleware required for an application to function.  Tanium can manage the installation of all of 
these pieces as one single deployment by employing a Software Bundle.  In this section we will 
now link some packages together for deployment. 
 
From the Software section, select Software Bundles.  Then press New Software Bundle. 
 
 



 

 
 

© 2020 Tanium Inc. All Rights Reserved Page 73 

 
28.  In this step you are going to create, and enforce, a common baseline of components that are to 

be deployed on all managed endpoints.  If any of these components are missing or uninstalled, 
Tanium will return them to an installed state quickly. 
 
Configure the following items: 
 

• Name: Student 16 Bundle 
• Select Software: Adobe Acrobat Reader DC (en-us), Igor Pavlov 7-Zip x64, Microsoft Skype 

Desktop Client (x86 en-us), Mozilla Firefox 
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29.  In the Order Software Installation section, configure it exactly as shown in the screenshot below. 
 

 
 
These settings will ensure that specific versions of these applications are always maintained in an 
installed state on all managed endpoints.  
 
Press the Create Bundle button. 

30.  You will now be shown the summary page for this bundle. 
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31.  Press the Deploy button to now realise the installation.  Make sure that you configure the 
following items, leaving all other settings as their default: 
 
Name: Install Student <Student ID Number> Bundle 
Target: By Computer Group and select your associated student group 
Deployment Type: Ongoing Deployment 
 

 

 
 
Press the Create Deployment button. 
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The use of a Continuous Deployment for this bundle means that the deployment is open-ended, 
and thus Tanium will repeatedly evaluate the conditions that it contains and resolve them should 
any deviation occur. 
 
A summary screen is displayed. 
 

 
 
 
You have now completed Lab 7. 

 

  



 

 
 

© 2020 Tanium Inc. All Rights Reserved Page 77 

Lab 8: Shields Up! 
Defending your assets using Tanium Protect. 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Create a Windows Firewall and USB policy 
• Configure enforcement 
• Test remediation 

 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  Click on the Tanium logo at the top left-hand corner to return you to the home page if you aren’t 
there already.  
 
You should see the homepage of the Tanium console, displaying the various “baseball cards” for 
the available modules. From here, click on Protect. 
 

 
 

This will now take you to the Protect workbench. 
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3.  The protect workbench homepage displays a summary of the important information, such as: 
 

• Number of available endpoints online 
• Number of endpoints which are managed 
• Percentage of successful enforcements 
• Available reports 
• Module health 
• Windows Defender anti-malware definitions versions being managed by Protect. 
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4.  Let’s make sure our Protect tools are being deployed and are available on the endpoints. 
 
Hover over the Administration menu and then select Scheduled Actions.  
 

 
5.  In here, we will find all actions which are reissued regularly to ensure that changes that we want 

to apply, are received by all managed endpoints. For example, tool deployments and 
configuration or policy updates, where we don’t want to rely on manually reissuing actions. 
 
Click on the Tanium Protect action group on the left and ensure that Computer Group Targets is 
targeting the All Computers group. Notice the list of packages being issued to the Computer 
Group targets which are members of the action group, and how often the actions are reissued. 
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6.  Now we know the correct computer group is being targeted by the action group which issues the 
Protect tools, we will now ensure the endpoints actually have them installed and available for 
use. 
 
Click on the Tanium logo top-left to return to the main homepage. In the Ask a Question box, 
issue the following question: 
 
Get protect – tools version from all machines 
 
Once the parser finds the correct query, click on the link to issue it. 
 

 
7.  You should see something similar to that show below. This shows that all 20 lab clients, plus the 

Tanium server itself, have the Windows package installed, the Tanium Python tools installed and 
shows the version of the Tanium Protect tools which are present. If this looks correct, then all 
tooling has been deployed successfully and you are good to proceed. 
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8.  Hover over the Modules menu option at the top and then select Protect. 
 

 
 

9.  Once back in the Protect workbench, expand the left-hand menu and select Policies.  
 

 
 
You will see that no policies are currently configured. 
 
Click on Create Policy to begin creating a new Protect policy. 
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10.  Students 1 – 20: Create a Firewall policy named Student <Student ID Number> Firewall Policy.  
Continue onwards from this point. 
Students 21 – 40: Create a device control policy named Student <Student ID Number> USB Policy.  
Move ahead to step 15 in this lab for your steps. 
 
Students 1 – 20 
Create a Firewall policy, name the policy and select Firewall Management – Windows in the 
Policy Type drop-down. Under Rule Management, select the Merge option.  
 

 
 
Leave all settings unchanged under the Firewall Profiles and Firewall Rules sections. Click Create. 
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11.  You will now see a summary of your policy. Note that the Status shows as Unenforced. 
 

 
 

Click on Add Enforcement. 
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12.  In the Targeting section, select Computer Group and in the drop-down menu, select the 
computer group associated with your student ID number. Now click Preview. 
 

 
13.  You will now see how many endpoints your enforcement will apply to. This should only apply to 1 

endpoint, which is your lab client which is a member of the computer group you have targeted. 
Once ready, click on Create, then click Yes to confirm and create the new enforcement. 
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14.  You will again see the summary page, but this time the policy will have a Status of Enforced. 
 

 
 
At the bottom of the page in the Enforcements section, you will see the active enforcements, 
showing the computer groups enforced and the number of online endpoints with the policy 
enforced: 

 
 

Your policy creation and enforcement are now complete. Continue to step 23 in this lab. 
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15.  Students 21 – 40 
Name the policy and select Device Control - Windows in the Policy Type drop-down. Under 
Management Method, select the Removable Storage option. 
 

 
16.  In the Device Control options, enable the Deny All Access checkbox against All Removable 

Storage. Now click Create.  
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17.  You will now see a summary of your policy. Note that the Status shows as Unenforced. 
 

 
Click on Add Enforcement. 

18.  In the Targeting section, select Computer Group and in the drop-down menu, type in the name or 
select the computer group associated with your student ID number. Now click Preview. 
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19.  You will now see how many endpoints your enforcement will apply to. This should only apply to 1 
endpoint, which is your lab client which is a member of the computer group you have targeted. 
Once ready, click on Create, then click Yes to confirm and create the new enforcement. 
 

 
20.  You will now see that your policy is now showing a Status of Enforced. 

 

 
 



 

 
 

© 2020 Tanium Inc. All Rights Reserved Page 90 

21.  On the same page, you will also see a summary of the settings configured within the policy 
 

 
 

22.  At the bottom of the page in the Enforcements section, you will see the active enforcements, 
showing the computer groups enforced and the number of online endpoints with the policy 
enforced: 
 

 
Your policy creation and enforcement are now complete. Continue to step 23 in this lab. 
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23.  We will now create a remediation policy. Let’s use a scenario where a particular registry value 
needs to be present to make an endpoint compliant with corporate security policy. In this 
example, this value has been deleted and we will use Tanium to ensure the value is restored and 
the endpoint brought back into compliance. 
 
Return to the Policies screen using the pop-out menu. 
 

 
 
Once again, click on Create Policy. 

24.  This time name the policy Student <Student ID Number> Remediation Policy. 
 

 
In the Policy Type drop-down, select Remediation – Windows. 
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25.  In the Remediation section, you can define one or more actions which are executed should a 
remediation policy be applicable. Actions available are: 
 

• Delete File 
• Delete Registry Key 
• Edit Registry Data 
• Kill Process 
• Run Service Action 
• Run Service Configuration 
• Update Registry Value 

For example, to combat potential malware, you could have a remediation policy which stops a 
malicious service, configures it to disable it to prevent it from restarting, and then deletes the file 
the service is running to remove the malware. 
 
In our scenario, we need to ensure a registry value exists, so we will be using an action which 
focuses on the registry. In the Remediation section, click Add Task, then select Edit Registry Data. 
 

 
Configure the new Edit Registry Data entry under Remediation as follows: 
 

• Target Hive: HKEY_LOCAL_MACHINE 
• Target Path: SOFTWARE\WOW6432Node\Tanium\Tanium Client\Student<ID Number> 
• Data Type: REG_DWORD 
• New Data: 1 
• If Value Does Not Exist: Create Value 
• If Error Occurs: Exit 
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26.  Your remediation action should look similar to that below. Click on Create. 
 

 
 

27.  The summary of your policy will appear. Click on Add Enforcement. 
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28.  Select your designated computer group in the Targeting drop-down and under Schedule, set the 
following, leaving the other settings as default: 
 

• Uncheck the Distribute Over option 
• Set Repeat to 30 Minutes 

 

 
 

Click Preview to assess how many clients would be affected by this policy. 
 

 
 

It should show only one, as only your client in your computer group will be targeted. Once ready 
to continue, click Create and then Yes to confirm your changes. 
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29.  The policy summary will now be shown again, this time with active enforcements. 
 

 
30.  Click on the Tanium logo top-left to return to the main homepage. In the Ask a Question box, 

issue the following question: 
 
Get Registry Value Data[HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Tanium\Tanium 
Client,Student<Student ID Number>] from all machines 
 
Once the parser finds the correct query, click on the link to issue it. 
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Using a Tanium Sensor, we are able to query the registry key value without the need to have 
direct access to the endpoint in question. 
 
Tanium Protect will monitor the value for the above registry key and remediate any deviation 
from it quickly. 
 
 
You have now completed lab 8. 
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Lab 9: Paging Doctor Tanium… 
How to use Performance to conduct an ongoing health assessment 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Explore enterprise-wide health monitoring 
• Interrogate performance of a single client in real time 
• Troubleshoot an unreliable application 

 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  If you are not already at the homepage, click the Tanium logo top-left to return there. 
Click on the Performance “baseball card” to enter the Tanium Performance module workbench. 
 

 
 

3.  Explore the home page. It provides high level metrics on performance events and also allows you 
to establish direct connection to endpoints, which we will look at in more detail later in this lab. 
 

 
 



 

 
 

© 2020 Tanium Inc. All Rights Reserved Page 99 

4.  On the pop-out menu, click on Profiles.  
 

 
 
Here, you will find the profiles which are configured to specify which events and event types are 
collected and evaluated on the managed clients. Click on Default Profile to open it. 
 

 
5.  Review the profiles configuration. In here you can specify which computer groups will receive this 

profile, how much performance data is retained, and the retention period of that data. 
 
You can also enable and disable the collection and evaluation of: 
 

• CPU load 
• Available Memory 
• Disk Capacity 
• Disk Latency 
• Application Crashes 
• System Crashes 

Within each of these categories, there are settings which can be adjusted individually to allow you 
to fine tune your performance baseline which is being measured against. 
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6.  Once you have finished exploring the available configuration settings, click on Cancel to exit 
without making any changes and return you to the Profiles page. 
 

 
 
 

 



 

 
 

© 2020 Tanium Inc. All Rights Reserved Page 101 

7.  Press the Create New Profile button to now create your own Performance profile 
 

 
8.  Name your profile Student <Student ID Number> Performance Profile and configure the following 

items, leaving all other options as their defaults: 
 

• Target: Select the computer group associated to your student ID number 
• CPU Utilization: 95% 
• Available Memory is less than: 500 MB 
• Any Disk Capacity is less than: 50% 

 
 
The press Save.  Your profile will now be saved and deployed to your targeted endpoint. 
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9.  Pop out the menu on the left-hand side again and choose Events. 
 

 
 
Here you will find detailed information and metrics on the performance events collected. Explore 
the various graphs, categories and types of events available. 

 

 
 

  Are the results graphs not loading for you?  That’s because we have not delegated to your 
‘standard’ account the role to view this data.  Try again with your administrative persona! 
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10.  Return to the pop-out menu and select Direct Connect. 
 

 
 

 
Enter a hostname of any lab client and then click on Connect. If Direct Connect doesn’t 
immediately attempt a connection, click the link under Computer Name.  If you don’t know the 
exact name of an endpoint, try just entering client into the connection control and press Connect.  
Then you can select an endpoint from the list returned. 

 

 
 
 

An action will now be issued to the specified endpoint requesting a Direct Connect session. 
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11.  Once the session is successfully established, you will begin to see performance data in real time 
and have the ability to browse the remote file system.  You can expand and collapse sections as 
you choose, just use the small area next to each title. 
 

 
 

Have a browse around, play with the various options and information to discover how powerful 
this module is, and then click on Disconnect once finished. 
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12.  The following steps are optional and will not be covered by the instructor.  If you 
have the time then have a go at completing them! 

 
 
Once again, pop out the menu on the left-hand side and return to the Events page. 

 

 
 
 
 
Now we have a challenge for you! 
 
There is an application causing issues within the enterprise (hint: start from the module home 
page to view data from all endpoints rather than a specific one). 
 
Using the functionality and information provided here, can you: 
 

 Identify the nature of the problem? 
 

 Identify the application causing the issue? 
 

 Identify one or more endpoints experiencing the issue? 
 

 Use Direct Connect to establish how often the issue is occurring and any other data? 
 
Once you have completed the above tasks, let your instructor know and your answers will be 
reviewed together as a group. 
 
You have completed lab 9. 
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Lab 10: Charting Your Course 
Never underestimate the value of a map. 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Created a map of the lab environment. 

 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
 

 
 
For this lab you will need the IP address of the Tanium Server and your designated client. This can 
be obtained by asking your instructor or issuing the following questions in Tanium Interact: 
 
Get computer name and IPv4 Address from all machines 
 
The Tanium server hostname is TS1.training.lab.  Make a note of its IP address as you will need it 
a little later. 
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2.  Click on the Tanium logo at the top left-hand corner to return you to the home page if you aren’t 
there already.  
 
You should see the homepage of the Tanium console, displaying the various “baseball cards” for 
the available modules. From here, click on Map. 
 

 
 

This will now take you to the Map workbench. 
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3.  You will now see the Map workbench homepage.  Enter the IP Address of the Tanium Server, 
which you obtained earlier, into the field under View an Endpoint Map. 
 

  
 
Click on View Map to begin generating the map. 
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4.  Tanium Map will now interrogate the recorder data on that endpoint to establish, among other 
things, which services are running, which ports are open, where the endpoint is connecting to and 
which endpoints are connecting to it. Note that numbers in brackets indicate the number of 
connections active. 
 

 
 

Your map will likely be much bigger than the one displayed above! 
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5.  At the bottom of the map, additional contextual information can be found depending on which 
element of the map you are looking at.  You can select elements from the map to change the 
focus for the Component Details section. 
 

 
6.  Click on the TaniumClient.exe connection line on the map as shown below (your own line may be 

in a different location to that shown here). It will highlight in blue: 
 

 
 

You will then see the details of that connection, showing the destination IP of the connection, and 
other vital information. 
 

 
 

You have now completed lab 10. 
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Lab 11: Making It Look Pretty 
It’s time to put it all together and create some visuals. 
 

Objectives 
By the end of this lab you will have completed the following objectives: 

• Build custom IT Operations dashboard that reflects information from all the 
lessons learnt today 

 

Lab Steps 
 

1.  Using the URL provided, open the Tanium console and enter your credentials 
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2.  Click on the Tanium logo at the top left-hand corner to return you to the home page if you aren’t 
there already.  
 
You should see the homepage of the Tanium console, displaying the various “baseball cards” for 
the available modules. From here, click on Trends. 
 

 
 

This will now take you to the Trends workbench. 
 
Explore the workbench to review the information available and how it is represented visually in 
the form of graphs and charts. 
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3.  Trends operates using three core object types: 
 

• Sources – These define which data points are collected 

 

 
 
 

• Boards – These collate panels and can be used to group and organise related panels, such 
as those relevant to a specific module. 
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• Panels – These are used to visualise the data made available by the sources 

 

 
 

4.  Click on Sources on the pop-out menu on the left-hand side. 
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5.  Click on the New Source button. 
 

 
 

Set the Name of the new source as Student <Student ID Number> - Source 
Set the Question Reissue to 30 Minutes 
 
In the Select Data section, click the plus symbol for Get the Following Data and then on Browse 
all Sensors. 
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6.  You will now be able to browse for the sensor, the results or which, will be your data source. 
 
Select Applications from the Select a Category column and Installed Applications from the Select 
a Sensor column. Click on Select. 
 

 
7.  Your chosen sensor will now be selected. Click on Add Filter. 
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8.  Ensure that the column selected in the filter is Name and that the condition is set to Contains. 
Enter the word adobe in as the value so that it appears similar to that shown below: 
 

 
 
Then click Apply. You will now see a preview of the results.  Once ready to proceed, click on 
Create to create your new data source. 

9.  From the pop-out menu, click on Boards. 
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10.  Click on New Board. 
 

 
 
 

Enter Student <Student ID Number> Trends Lab Board into the Name field. Click on Create. 
 

 
 

11.  You will be returned to the list of Trends boards. Locate your new board and click on it to open it, 
and then click the Edit button. 
 

 
 

Click on Add Panel to allow you to add a panel to your Trends board. 
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In the Source drop-down, filter using the word student to find the data source you created earlier 
and then select it. 
 

12.  Name your chart Adobe Versions and then select the Vertical Bar Chart under Select Chart Type. 
Investigate the various other options available, especially the ability to select which field of data 
to visualise but leave settings as default. Once happy with your selection, click on Continue. 
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13.  Boards can also be split into multiple sections in order to aid the organisation of panels into 
related categories or topics. Use the Add Section button to create a new section in your board.  
 
Click on Save to add the panel and commit the changes to your new board.  In the event of the 
need to regress any unwanted changes, clicking Revert will undo any changes back to the boards 
previously saved state. 

14.   
Final Challenge 

 
Using everything you have learned so far in this lab, can you create a Trends board which features 
the following characteristics? 
 

• Named Student <Student ID Number> Challenge Board 

 
• A separate section reflecting examples of data from each of the first 10 labs in this course 

 
• At least one trends panel per section which relates to each lab you have completed 

throughout this course. This could be based on existing sources which are already 
available or new sources which you may have to create from the many sensors available.  
 

• Some suggested data points, relevant to each lab are: 
o Lab 1 –Tanium Client Versions. 
o Lab 2 – Questions / Sensors 
o Lab 3 – Discover Scan Metrics showing the duration of endpoint scans 
o Lab 4 – Successful Tanium Client Management installs over time 
o Lab 5 – Asset SQL Server details 
o Lab 6 – Patch deployment results  
o Lab 7 – Mean time to Deploy 
o Lab 8 – Protect Windows Firewall Rules (by Group) 
o Lab 9 – Performance event category match counts 
o Lab 10 – Map endpoint connections 

 

Once you have completed this lab, log out of the console.  You have now 
completed this lab and also the course; Congratulations! 

 


