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Why are software supply chain vulnerabilities a risk?
Defending against software supply chain vulnerabilities is of utmost 
importance when it comes to safeguarding the integrity and security of 
software systems. In light of recent events, such as the disclosure of two 
vulnerabilities in the widely used command line tool and library, curl, it has 
become evident that vulnerabilities in the software supply chain pose a 
significant risk. These vulnerabilities, categorized as high and low severities 
by most vendors, have the potential to impact a wide range of applications 
due to their inclusion in the SBOMs (Software Bill of Materials) of popular 
software programs.

Software supply chain vulnerabilities refer to the weaknesses or risks 
associated with a software product, particularly those that arise from 
the utilization of third-party libraries and components. For instance, if a 
widely used open-source library like “curl” and “libcurl” is found to have a 
vulnerability, it can render multiple dependent applications susceptible 
to attacks. This becomes even more concerning when considering that 
over 90% of commercial codebases incorporate open-source software 
(OSS) components, such as “curl” and “libcurl,” which are often critical 
to the functioning of various applications and parts of an organization’s 
IT ecosystem.

The escalating prevalence of software supply chain attacks, with a 
staggering 742% increase year over year since 2019, as reported in 
the “State of the Software Supply Chain,” highlights the urgent need 
for organizations to proactively monitor and update their software 
components, including open-source libraries, in order to mitigate 
these vulnerabilities. By implementing robust security practices, such 
as conducting regular vulnerability assessments and efficient patch 
management, organizations can minimize the potential impact of supply 
chain vulnerabilities on their IT ecosystem.

How Tanium can help
As a solution, Tanium offers a comprehensive range of measures to 
help organizations defend against future vulnerabilities in the software 
supply chain. From proactive monitoring and identification of vulnerable 
components to timely patching and updates, Tanium provides the 
necessary tools and expertise to ensure the security and integrity of 
software systems.
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Eliminate blind spots:
OSS and libraries such as “curl” 
and “libcurl” are source code that 
software vendors need to compile 
into their codebase to provide 
specialized functions. Initially, they 
are statically integrated into the 
program, but once implemented 
and deployed, they become 
dynamically linked resources. 
Traditional vulnerability scanners 
struggle to detect these compiled 
libraries, making them difficult or 
even impossible to find. Therefore, 
a solution like Tanium is needed to 
scan and identify OSS components/
libraries during runtime. Tanium 
allows you to easily identify all 
runtime libraries, open-source 
freeware, and software packages 
with just a click of a button.

Prioritize:
Certain systems and endpoints are 
more crucial to business operations 
and may require immediate 
attention if found to be vulnerable. 
This is particularly important if the 
vulnerability is highly likely to be 
exploited, considering factors such 
as the presence of public exploits, 
ongoing campaigns by threat actors, 
or the system’s high value or internet-
facing position. With the visibility 
provided by Tanium, you can prioritize 
which applications, systems, and 
endpoints to address first.
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Tanium, the industry’s only provider of converged endpoint management (XEM), leads the paradigm shift in legacy 
approaches to managing complex security and technology environments. Only Tanium protects every team, endpoint, 
and workflow from cyber threats by integrating IT, Compliance, Security, and Risk into a single platform that delivers 
comprehensive visibility across devices, a unified set of controls, and a common taxonomy for a single shared purpose: 
to protect critical information and infrastructure at scale. Visit us at www.tanium.com.

Take action:
Now that you understand the vulnerability and its location within your 
environment, you can proceed with remediation. Tanium offers various 
options for taking action:

 • Push out patches to all devices
 • Strengthen system security through configuration management
 • Control and manage user access
 • Whitelist or blacklist applications
 • Terminate relevant processes
 • Isolate devices from the environment
 • Remove affected apps completely from endpoints

What you need:
Adding defense against supply chain vulnerabilities is made easy with 
Tanium. The Tanium solution offers a single package that allows you to find 
and identify vulnerabilities that are hidden within the SBOMs (Software Bill 
of Materials) of applications across all your endpoints. This protection is 
included in our Core Tier X2. For companies with fewer than 10K endpoints, 
we offer our Emerging Enterprise Professional Tier, which provides the 
same protection.

For existing customers who have purchased Tanium Asset, all you will need 
is Tanium SBOM.

ALREADY A TANIUM CLIENT? 

Contact your Tanium 
representative to learn about 
adding Tanium SBOM to 
your platform.

Get your personalized 
demo to see first-hand 
how Tanium SBOM can 
secure your software 
supply chain.

See Tanium in action
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