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Navy cyber defenders gain unprecedented
control over their network with Tanium

When it comes to cybersecurity, moving fastis crucial.
Organizations need to be able to execute changes across
their IT environmentin seconds, even if that environment
has millions of endpoints. The U.S. Department of Defense
clearly recognizes this, and is taking steps to make sure its IT
teams have this capability.

Moving fast, executing change

Inearly November, the U.S. Department of Defense declared
its Army and Navy cybersecurity teams had reached full
operational capability, about a year ahead of schedule. This
means the teams are fully staffed, trained and ready to meet
the missions laid outin the U.S. Cyber Command’s Cyber
Mission Force. This is a major milestone for DoD, and itis
indicative of a larger shift happening across the Department
as it consistently looks for ways to move faster, operate more
efficiently and be more effective.

When it comes to cybersecurity, moving fastis crucial.
Organizations need to be able to execute changes across
their IT environmentin seconds, even if that environment has
millions of endpoints. DoD clearly recognizes this, and the
Departmentis taking steps to make sure its IT teams have
this capability.

One DoD agency innovating its business processesis the
Navy, where its team of cyber defenders are partnering with
Tanium. Their work is fundamentally changing how they
manage and secure their endpoints, part of a broad effort by
the Navy to more effectively defend its network.
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The Tanium platform gains complete visibility over each
individual endpoint on its network and quickly takes
action onthose endpoints. With Tanium, cyber defenders
can now scan their entire network, detectintrusions and
automatically remediate them — all in a matter of minutes.

Staying ahead with innovation

One of the hardest things for a cyber defender is separating
the noise from the signals indicating a serious attack.

Many organizations still do not detect intrusions for weeks

or months after they occur, significantly multiplying the
damage caused by an intrusion. Butthe unprecedented
visibility and speed the Navy's cyber defenders now let's
them immediately spot intrusions that require their attention.

Tanium can also help make sure machines consistently have
the patchesthey need to stay secure. We can quickly deploy
patches across an entire network, without slowing down the
Navy's cyber defenders.

Prior to deploying the Tanium platform, the Navy would
spend months preparing compliance audits, such as
Commander’'s Cyber Readiness Inspections. Many of the
tools used to prepare for these audits could not quickly
provide accurate, comprehensive data on every endpoint
within the organization. Now, the process takes minutes. This
allows the Navy's cyber defenders to turn their attention to
larger issues that require their expertise.



Adopting innovative solutions and processes is also
helping the Navy attract new talent. Some of the nation’s
top tech talent have historically resisted coming into
government because of its bureaucratic perception.
Navy cyberteams are bucking this trend as they seek
out best-in-class technology, and they are not afraid to
try new approaches to help the Navy meet its mission.
The ability to use the latest tools in a complex, mission-
critical environmentis appealing for young and talented
security professionals.

The Navy is joined by its fellow military branches,

the Army, Air Force and Marine Corps, in taking new,
innovative approaches to securing and managing their
endpoints. As cyber threats advance at rapid speed,
these agencies are staying a step ahead of attackers
and continually hardening their networks, while
simultaneously managing their IT at much lower cost.
We're proud to help our nation’s Armed Forces achieve
their cyber defense goals.
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Bring Tanium's Endpoint Software
Management Solution to Your
Organization

Tolearn more about how Tanium can offer a helping
hand—today and tomorrow—please select the next
step that is most appropriate for your unique context.

Discover your gaps

Requestan IT Gap Assessment to gain visibility into
your current IT hygiene and to measure your current
Cyber Risk Score.

Request Assessment >

Demo our solution

Schedule a demonstration to see Tanium live and to
visualize exactly how our solution can transform your
endpoint management and security.

See Tanium live »

Deploy Tanium now

Bring Tanium to your organization as quickly as possible,
and quickly gain visibility and control over your endpoint
environment with a custom POC.

Contactustoday »

Tanium is the platform that organizations trust to gain visibility and control across all endpoints in on-premises,
cloud and hybrid environments. Our approach addresses today’s increasing IT challenges by delivering
accurate, complete and up-to-date endpoint data — giving IT operations, security and risk teams confidence
to quickly manage, secure and protect their networks at scale. Tanium’'s mission is to help see and control

every endpoint, everywhere. That's the power of certainty.

Visit us at www.tanium.com and follow us on LinkedIn and Twitter.
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