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CYBER SECURITY AND NETWORK VISIBILITY SERVICES

A SUITE OF SERVICES
THAT COMBINE INSIGHT

AND EXPERTISE

As business infrastructure grows, and the
demands placed upon it evolve, CIOs can find
themselves in charge of millions of globally
distributed, heterogeneous assets, and dozens
of individual point solutions to manage and
protect them. Whilst this can work in the short
term, in practice it's unwieldy, inefficient and
insecure —and without a comprehensive solution

Capgemini — powered by Tanium — offer an
unrivalled set of cyber security solutions that go
beyond just protecting your business. Building
on asingle platform that delivers end-to-end
visibility and unified console management

(with a remarkably small footprint), you can
finally be confident you know exactly what's
going on across your entire IT landscape and

in place, it's only a matter of time before every
business falls victim to malicious actors or
service-impacting infrastructure failures.
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Tanium: real-time
visibility & control

A single modular platform
that delivers complete,
accurate and real-time
endpoint data — regardless of
scale and complexity.

Visibility: See into every
endpoint, managed or
unmanaged, with complete,
accurate and real-time
visibility.

Control: Whether in the cloud
or on premises, take complete
control of your IT landscape in
seconds with minimal network
impact.

Trust: With a single source
of truth, align your teams
with complete, high-fidelity
data across your entire
environment.

| Cyber Security and Network Visibility Services

==

Capgemini: turning
insight into action

Our hugely experienced cyber
security practitioners build on
Tanium to deliver best-in-class
services that make your:

® |T landscape more secure,

e infrastructure more
efficient,

e business better informed.

With a global network of
Security Operations Centres,
an in-depth understanding

of how to deliver solutions
that support every part of
your organisation, and a
flexible approach to every
partnership, working with
Capgemini will allow you to do
so much more whilst reducing
your overall workload.
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are partnering with a team ready to spring into
action to keep your business protected.

Tanium brings
visibility to one screen
for our whole team.

If you don’t have

that kind of visibility,
you're not going to be
able to sleep at night”

Kevin Bush
VP of IT at Ring
Power Corp

CAPGEMINI | TANIUM



A single light-weight agent delivers scalable visibility and
security without impacting network performance

A flexible modular
system lets you add
services without

adding tools or
infrastructure

MANAGED END-POINT
DETECTION & RESPONSE

Periodic scans with added insights
& recommendations through
Vulnerability Scanning

Rapid patch deployment through
Patching Platform as a Service

Agent-based platform automatically
discovers and analyses new devices,
protecting where necessary
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Agile and intuitive
management
capabilities mean
it takes just days

or hours to roll out
new services

COMPREHENSIVE THREAT
DETECTION & RESPONSE

End-to-end visibility maximises
opportunities to spot potentially
malicious activities

Identification, analysis and
experience provide intelligent
Managed Detection and Response
(MDR)

Pro-active investigation of the

IT landscape through Active Threat
Hunting ensures your security
never stands still

Areliable,
unified data
stream supports

business decisions,
maximising revenue
and driving growth

Fewer tools and
greater insight
result in a service

that does more
whilst costing less

BUSINESS EFFICIENCY
& INSIGHT

Cost efficiency through Asset
Management and Optimisation

Real time insights into customer’s
CMDB estate and tracking through
CMDB Population and Support

On-demand and in-depth endpoint
analysis through Asset Optimisation

On-going asset monitoring keeps
everything operating at maximum
efficiency

endpoints secured in less
than 3 weeks

more assets discovered than
CMDB initially stated

first-pass patch success rate
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An end-to-end Visibility & Management Solution that
keeps your business secure, agile, and efficient.
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‘ Knowing everything that’'s going on across your entire IT landscape is
enormously important, but what you do with that information is what really sets
your business apart. Capgemini's experts don't just help you plan, deploy and
manage the best-in-class visibility provided by Tanium, they're on hand to turn
the huge quantities of data produced into concise, actionable information.”

Asset Optimisation
combines comprehensive
real-time visibility with
business intelligence to keep
your IT landscape resilient,
agile and efficient — ensuring
the maximum possible return
on every cent you invest in
your network.

CMDB Population & Support
leverages the wealth of data
provided by the Tanium
platform to deliver invaluable
insight into your estate.
Working with Capgemini, you'll
design and implement a CMDB
that supports your wider
business objectives, drastically
simplifying management and
increasing efficiency whilst also
providing an utterly reliable
source of information to
anyone who needs it.
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Patching Platform as a
Service takes all of the hassle
out of the crucial patching
process. Taking advantage of
Tanium's end-to-end real-
time visibility, Capgemini

will manage every step:

from scanning for patch
applicability, assessing the
risks, and ensuring patches
are applied successfully,
Patching Platform as a Service
turns a never-ending security
imperative into something you
can manage with just a single
click.

Vulnerability Scanning
from Capgemini leverages
the technical excellence
of the Tanium platform to
find, analyse and resolve
the vulnerabilities at both
application and OS level.
A dedicated team identify
vulnerabilities, analyse
their impacts, and provide
comprehensive mitigation
recommendations to resolve
any issues.
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Managed End-Point
Detection & Response turns
Tanium's Endpoint Detection
system into Capgemini action.
Constantly monitoring all
endpoints for indicators of
compromise, your Capgemini
team are ready-and-waiting to
identify, analyse and respond
to every malicious action.

Active Threat Hunting
offers the ultimate protection
for your IT environment.

Our ATH teams call on

the latest research, our
global network of Security
Operations Centres, and

a deep understanding of
how malicious actors think,

to constantly keep your
business one step ahead.

By hypothesising about
possible threats, and using
the Tanium platform to check
your landscape for missed
vulnerabilities or lurking
intruders, Active Threat
Hunting delivers pro-active
network security.

For more details, contact:

Capgemini Nederland B.V.
Reykjavikplein1

3543 KA Utrecht
Postbus 2575 - 3500 GN Utrecht
+31(0)30 203 0500

Visit us at
www.capgemini.com
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