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NIST adoption is growing. According to Network World*, 39 percent of cybersecurity professionals said their organization adopted some portion of the NIST 
Cybersecurity Framework over the past two years. Insurance companies are considering making the NIST Cybersecurity Framework a risk management standard 
for premiums and customer service programs. Adopting the NIST Cybersecurity Framework can help your organization gain a better understanding of your 
environment and increase your security posture. Tanium can help organizations achieve much of the framework, by providing key capabilities, facilitating 
continuous monitoring, and supporting the transition through defined Implementation Tiers. 

 
 
 
 
 

NIST Function How Tanium Helps Relevant Tanium Modules 

Identify 
Develop the organizational 
understanding to manage 
cybersecurity risk to systems, 
assets, data, and capabilities. 

Asset management 
Existing asset and software management solutions rely on network scans to collect required 
information from assets. These scans often takes weeks to complete and only represent a 
point-in-time snapshot, which is inaccurate with today’s dynamic and distributed networks. 
With Tanium you can: 

 
• Maintain a real-time inventory of managed and unmanaged assets 
• Answer hundreds of questions about managed endpoints, including installed applications, 

serial numbers, listening network services and running processes 
• Return information about unmanaged assets, including IP address, MAC address, MAC 

organization, hostname, common network services, and OS platform 
• Identify third party agents that are disabled or malfunctioning 
• Discover certificates and installed software and usage to ensure licensing compliance 
• Map endpoint and application communication to understand dependencies between 

systems 
• Send inventory information to a CMDB or SAM tool on an automated basis 

 
Risk assessment 
Most organizations maintain risk management practices that can identify high-level enterprise 
risks but fail to understand risks on individual assets. With Tanium you can: 

 
• Identify and fix systems that are out of compliance with defined baseline standards 
• Import the latest threat intelligence and vulnerability information in order to discover and 

take action on emerging threats, misconfigurations, and vulnerable software 
• Identify VIP users, including executives and domain administrators 
• Reveal Personally Identifiable Information (PII) that exists across the enterprise 

• Core 
• Discover 
• Asset 
• Comply 
• Map 
• Threat Response 
• Reveal 



©2020 Tanium. All rights reserved. 3  

NIST Function How Tanium Helps Relevant Tanium Modules 

Protect 
Implement controls required 
to prevent, limit, or contain 
the impact of a cybersecurity 
event. 

Access controls 
An organizations’s ability to limit access to authorized users and devices is critical to every 
controls catalog. With Tanium you can: 

 
• Identify members of the local administrators group and correct incorrect group assignments 
• Monitor for unauthorized local account or group membership changes 
• Create and manage enterprise rules via Windows Firewall to implement access controls on 

network communications at the host-level 
 
Data security 
At the root of nearly all security incidents is a lack of confidentiality, integrity or availability as it 
relates to critical information or services. With Tanium you can: 

 
• Manage and monitor Microsoft BitLocker FDE to encrypt data at rest 
• Alert on changes to critical operating systems and other application files 
• Identify data leakage on individual assets, even for those services that use encryption 
• Validate the integrity of operating system and other software based on a known baseline 
• Monitor devices to identify inadequate resources, faulty and crashing applications, and other 

conditions that could impact availability 
• Note assets that are not encrypted and/or missing important security tools and take corrective 

action 

Information protection process 
The 2015 Verizon DBIR report noted that 99 percent of vulnerabilities exploited by attackers 
were compromised more than a year after the CVE was published. The ability to enforce secure 
configurations and patch systems in a timely manner is a key component of mitigating the risk 
of a major breach. With Tanium you can: 

 
• Manage and monitor the compliance of devices using industry standards such as CIS Critical 

Security Controls 
• Patch operating systems and third party application vulnerabilities exponentially faster than 

legacy patching solutions 
• Scan for vulnerabilities on both managed and unmanaged devices to report on patch 

compliance 

Protective technology 
Protective technologies are important to achieve resiliency helping to limit the number and 
severity of security incidents. With Tanium you can: 

 
• Whitelist or blacklist executables based hash, path, or digital signature 
• Approve applications installed by an approved list of service accounts (e.g. SCCM) 
• Manage Windows Defender or System Center Endpoint Protection from Tanium. 

Alternatively, ensure the health of and fix other protection software 
• Create comprehensive maps of applications and endpoint interrelationships in real time 

• Core 
• Asset 
• Enforce 
• Threat Response 
• Integrity Monitor 
• Patch 
• Deploy 
• Comply 
• Map 
• Impact 
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Detect 
Identify and implement 
appropriate activities to 
identify the occurrence of 
cybersecurity events. 

Anomalies and events 
Detecting attacker activity requires a solution that is aligned with all phases of the attack 
lifecycle. With Tanium you can: 

 
• Alert patterns of attack that map to the MITRE ATT&CK framework 
• Quickly scope incidents and rule out false positives 
• Baseline endpoint running processes, established connections, persisting software, data 

flows, and many other attributes to identify outliers 
• Automatically ingest and search for structured threat intelligence in seconds, with support 

for STIX, TAXII, OpenIOC, and Yara 
• Generate alerts that are integrated with existing security monitoring workflows through 

connectivity to SIEM, ticketing systems, and e-mail 
• Detect PII and other sensitive information in the enterprise where it shouldn’t exist 
• Detect rogue wireless access points within the organization 
• Determine the potential lateral movement of an attack and take action to prevent 

additional compromise 
 
Continuous monitoring 

 
• Successfully defend devices against broad compromises, with continuous monitoring of all 

devices across the enterprise 
• Manage Microsoft EMET at scale to prevent and detect known and unknown exploits 
• Scan for vulnerabilities on devices in seconds, using the linear chain architecture that does 

not rely on costly network devices or slow centralized scans 
• Manage Microsoft Defender antivirus to detect malicious code on windows devices 
• Implement File Integrity Monitoring across the enterprise to alert on changes to critical 

operating system and application files 
 
Detection Processes 

 
• Record and alert on customized events on an ad-hoc or scheduled basis 
• Continuously improve detection process through integration with reputation services for 

known malicious files 

• Core 
• Asset 
• Enforce 
• Threat Response 
• Integrity Monitor 
• Patch 
• Deploy 
• Comply 
• Discover 
• Reveal 
• Impact 
• Map 
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Respond 
Take action when a 
cybersecurity event occurs 
and reduce the time between 
detection and successful 
remediation of an incident. 

Analysis 
The time and effort required to respond to an incident can directly impact the cost and severity 
of a breach. With Tanium you can: 

 
• Continuously record endpoint activity and provide workflows for rapid triage of a system, 

allowing for impact and root-cause assessment in minutes 
• Search, collect, and analyze current endpoint activity, forensic evidence “at rest,” and historical 

events across all endpoints in an environment 
• Easily incorporate investigative findings into indicators of compromise and automated 

searches 
• Detect sensitive unstructured data such as PCI, HIPAA, GDPR, and CCPA to determine the 

extent of potential sensitive data compromise 
• Quickly determine the potential lateral movement of an attack and take action to prevent 

additional compromise 

Mitigation 
Failure to act quickly on a suspected compromise can result in a more serious incident. Many 
endpoint detection and response platforms lack support for robust mitigation of malicious 
activity. With Tanium you can: 

 
• Manually or automatically enable a network quarantine on compromised devices to prevent 

any further network communications until a comprehensive investigation is conducted or 
until remediation is complete 

• Initiate actions to remove malicious artifacts, including killing running processes, deleting 
files, or removing specific registry keys 

• Create remediation policies that chain actions together, automatically stopping and 
removing malware 

• Quickly patch any vulnerable software that was exploited 

• Threat Response 
• Enforce 
• Reveal 
• Patch 
• Deploy 
• Discover 
• Impact 

Recover 
Develop and implement the 
appropriate activities to 
maintain plans for resilience 
and to restore any 
capabilities or services that 
were impaired due to a 
cybersecurity event. 

Recovery planning & Improvements 
Any organization that has suffered a significant incident will attest that the most protracted 
part of a breach is the recovery or remediation. Often lasting for days, months, or years after an 
incident, the recovery process is designed to address identified weaknesses and ensure that 
services are operational and the organization is better prepared to mitigate similar attacks in 
the future. With Tanium you can: 

 
• Identify other assets that are vulnerable to similar attacker tools or behavior in order to 

understand the scope of remediation 
• Implement changes including patching systems, strengthening configurations, or 

hardening existing controls, in order to prevent similar attacks in the future 
• Create and improve recovery plans incorporating lessons learned 

• Patch 
• Deploy 
• Enforce 
• Threat Response 
• Comply 
• Core 
• Map 
• Discover 
• Asset 
• Reveal 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Tanium offers a unified endpoint management and security platform that is built for the world’s 
most demanding IT environments. Many of the world’s largest and most sophisticated 
organizations, including nearly half of the Fortune 100, top retailers and financial institutions, 
and six branches of the US Armed Forces rely on Tanium to make confident decisions, operate 
efficiently and effectively, and remain resilient against disruption. Tanium has been named to 
the Forbes Cloud 100 list of “Top 100 Private Companies in Cloud Computing” for five 
consecutive years and ranks 10th on FORTUNE’s list of the “100 Best Medium Workplaces.” 
Visit us at www.tanium.com and follow us on LinkedIn and Twitter.  
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